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‘. GNSS threats —
900 .‘Q Jamming and spoofing Robust
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Vulnerability GNSS

Interference (unintentional) D

Jamming — signal denial

— GNSS is vulnerable/sensitive to
jamming (RF) due to the low received
signal power

— Alow power jammer can achieve high
relative power levels compared to the
GNSS-signals

Spoofing — Deception

— The purpose with spoofing is deceive
one or several GNSS-receiver and the

Spoofing

Main reason for the sensitivity
SyStem _ towards jamming is the large distance
— Generate erroneous PNT solution to the satellites
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Google search: GPS/GNSS Jammers

comi as e
csm ®ors —

36 )k e

o it ) (B e Ggum i e e mmm

) %
é:;:; ®
LOfJACK

®® 3
@BOD@

an
o
. Sband som_
s SeEmey R e CErn e iesioe ol = aparoatngeiietve et
3G [ '.
G ® ot
win =
x 3
Hoprs 4o
Sers o 15
LO/IACK o
P .
PR . jammer lock . sl Cina Porable 6P Jommer Wi_ ParableCell Frone +WhEL+
s i et tom metcan- ioger amaricom Somnsdngmetson s petctammacom oy dindsoucescom epaverignae et
wingstel
8
%%
B
& o O®
Acsinesina ) DismeoL. Pl Pore 5.4 el oSl oyl h Wi Pt loi 4 e T
eckaman om peecianmescom = it e
i / o 1
= @ , ” &
(3] e Ve cme.| \ |
4 @ : A . /
a
SIGNAL JAMMER LOCATIONS . > L
MONSTRO 10est Hondh_ Signal o Gel Phone Jammers i i s05ignal
S e bz, deciorica howstiwata can  thparoetginatvenet e sattance
Wingstel !
Whatis a (%) K
Cell Phone ®
Signal Jammer?
o he a9 CeH?hnneJimmy quhP
vegmetenmade ncaom | ptecom et ekt etk com. g frhis

B8RO8D®

S

122 ANTENNA MOBLE PHONE 3G JANMY

£

s wniversal, sultadie bor all Rinds of cars.




5000

4500 -
4000 -

Interference

3500

 Unintentional interference and ol
jamming 502» A % ‘b % ) Q; 2 2 & 2 J

« STRIKE3 (EU funded project)
« 500 000 events detected

« 70 000 estimated to be intentional
jamming (“Personal / Privacy / AT AARE
Protection Device” - PPD) o :
>15 000 denied GNSS

* http://gnss-strike3.eu/
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Jamming

= Jamming (by state actors) experienced during

military exercises . _ABOVE US
> e.g. ZAPAD17, Trident Juncture, ... < ONLY STARS

> Denies GNSS for civilian airliners, ships, etc et e
= Also commonly experienced close to conflict

areas

» Syria (Russian Khmeimim Air Base)

» Libya

» Korean Peninsula

» Persian Gulf

> ...

=
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Internet GPS-jammer

SHENEZHEN TAYX TRCHNOLOGY TEVELOFMENT co, LT

Custom declaration: ettt e o . s

» Declared as car adapter oML vorr
to avoid customs sz o

Addness: Imvniee Mo.: ERTIAMITI4

« Contains no packing - -
material of Chinese wood S

Tate AFRE 10, 213

TDeseviption of Goods _ QuantiePC Uit Price ST AmuenTISD

(AR ADATTOR 2 I3 30
(bio Domtery lisside)

Todul 1 L&D 3n
TOTAL THIRTY 08D ONLY.

REMARKS:
TUTAL WELGHL 5 EG. COURIER S DHT. HEL

COUNTRY OF OUGIN 15 CHINA.

WE HEREBY STATED THAT THE AROVE BCUIFMTRT CONTAING MO S0LIY
WOUD PACKING MATFERIALS FROM CHINA.
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GNSS-jammers

http://www.cell-
jammers.com/gps-jammers

http://www.alljammer.com/
http://www.thesignaljammer.

com/cateqgories/GPS-
Jammers/

http://www.jammerfromchin
a.com/cateqgories/GPS Jam

mers/

=t | My Account

CELL-JAMMERS.COM

Weiame 1 cRE-Emmans com

Professional jammer provider
Q
HOME ABOUT US ONLINE CATALOGUE DEM SERVICE BLOG CONTACT US
> GPS lamme

"= MY CART

PRODUCT CATEGORIES

GEM/CDMA/3G Jammers
GPS Jammers

4G Jammers

Radio Jammers

School/Factory Jammers

ol G 7 NT
TRACKING & HACKING

$18.00

Walkie Talkie Jammers

ANCK ALL TN GPS TRACKER) ok
Lojack /XM 4G Jammers ONE SUPPORT 2 HOURS AND 4G MOB
CONTINUE WORKING IN GNE (FOR EURD

WiFi Bluetooth Jammers sededded s sedededed s
$335.00 $300.00
Military Jamme
__' Ty ammers = ADTOCRT = A0 TOCRT = MDD TOCRT

Voice Recorder Jammers

Spy Camera Jammer & Detectors

Vehide Inspection System

Telephone Recorders

G WARNING!
We strongly advise that you check -
your local laws befare purchasing
our products! We strongly oppose

SKL: GMO4/G

: GMIBNS
NDS GSM DCS 3G 4G-
7T GPS-L1

: GMIA/US

U: GMO3EL
NDS G5 DCS 3G 46~

NDS G5M DCS 36 46-

WDCS/PHS/GPS L1
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http://www.cell-jammers.com/gps-jammers
http://www.alljammer.com/
http://www.thesignaljammer.com/categories/GPS-Jammers/
http://www.jammerfromchina.com/categories/GPS_Jammers/

Marketing of jammers - YouTube

https://www.youtube.com/watch?v=JCHcqg2Fzsh8

. https://www.youtube.com/watch?v=-6hl15aTV208

. https://www.youtube.com/watch?v=S|{6KS6z0iJQ

. http://www.youtube.com/watch?v=uHm8eXyPaNU

. http://www.youtube.com/watch?v=PtHU9pXV0OXQ

. http://www.youtube.com/watch?v=-20zZfKoD40&list=PL1A88EBEE4CCDO8FE

. http://www.youtube.com/watch?v= VDrH1By0Ss&feature=endscreen&NR=1

. http://www.youtube.com/watch?v=QKZ106cqi8M
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http://www.youtube.com/watch?v=_VDrH1By0Ss&feature=endscreen&NR=1
http://www.youtube.com/watch?v=QKZI06cgi8M

e
Example: Swedish incident

* Nazist ska ha kartlagt journalister —
doms for grovt vapenbrott

— DN 2018-09-05

« "48-ariga xx ar aktiv nazist och medlem i
Nordiska motstandsrorelsen. Han ska
ha forvarat ett stort antal vapen och
vapendelar samt
kommunikationsutrustning och
storsandare.”
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Innehill A-& Anpassa Lyssna Lattldst Teckensprik Webbkarta Enalish

cTS Q|
O e e i e s

Startsida / Privat / Radio / Utrustning / Forbud mot stérsdndare

Telefoni

Internet

+Radio Forbud mot storséndare

Sweden:

Amatérradio Det dr forbjudet att i Sverige inneha stirsandare (till

. . exempel sindare som anvands for att stora mobiltelefoni). Den
Ar:snkr.nngshandllngar som innehar en stérsdndare i Sverige kan domas till biter eller hd Illegal tO USG and OWﬂ
Batradio fangelse. . . .
Fhl’gﬁll:lﬂl del Anvindning av stirsandare kan orsaka mycket stora skador pa Jammlng eqUIpment
Horselhjalpmede koemmunikationssystem som &r nddvandiga for samhallet, till
Nytt tillstdnd VHF fritidsbat exempel mobiltelefoni eller raddningstjanstens radickommunikation. b N U mber Of perSOnS

s Forbudet giller med nagra fa undantag:

Radiotillstand Forsvarsmakten, Férsvarets radioanstalt och Férsvarets materielverk fir haS been ConVICted
. inneha stérsandare. Aven Polismyndigheten fir inneha storsandare for viss .
Tekniktermer ey * Fine from 25 000 skr.

Till branschinformation . .. )
PTS och Elsdkerhetsverket far ocksa inneha storsandare i samband med

Tackning utévande av marknadskontroll.
Utrustning — . o
- PTS kan dven besluta om undantag fran férbudet att inneha storsandare
¢ Forbud mot far Kriminalvardsstyrelsen, fér att stérsandare ska kunna anvdndas pa
stirsandare fangelser.
Nodsadndare Forbudet mot innehav av stérsdndare filjer av 2 kap. 14 § lagen

(20032:389) om elektronisk kommunikation samt 14 § forordningen
(2003:396) om elektronisk kommunikation. \II



« Swedish police
inform public
regarding jamming
equipment

» Specific for remote
locking of cars

polisen.se

Polisen varnar for storséndare

Laste du bilen? polisen

En ny metod fér att stjala fran bilar ar att anvanda en sa
kallad storsandare. Det ar en elektronisk apparat som
blockerar/ stér ut den signal som bilnyckeln sander till bilen
nar du trycker for att lasa och eventuellt ocksa larma den.

« Kontrollera darfor att din bil &r last nar du ldamnar den. Annars
ar det fritt fram for garningsmannen att éppna den olasta och
olarmade bilen och témma den pa innehall.

® En storningssandare kan variera i utseende och storlek. Den ser
vanligen ut ungefdr som en handhéllen kommunikationsradio
med en eller flera antenner.

* Om du inte kan lasa din bil med nyckel nar du parkerar pa en stérre
p-plats, och det inte beror pa déliga batterier, sa ber vi dig att ringa
polisen och vara vaksam pa personer i den narmsta omgivningen.

Forsdkra dig om att bilen &r last nar du lamnar den.
Om du vill anmaéla ett brott eller tipsa polisen, ring

114 14. | akut lage (pagaende brott) ring 112.
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Example Norweglan |nC|dent Lastebilsjaferer blokkerte

GPS-signalene til
ambulansehelikopter. Det

. skjer stadig oftere.
 «Jammet» GPS-signaler — luftambulanse

pa vei til Royken-ulykke rammet e o T o
* Vid en svar trafikolycka dar | —

ambulanshelikopter fick avbryta flygning kort _

efter start da GPS-tappades och flera andra «Jammet» GPS-signaler -

system péverkades luftambulanse pa veiftil

” . n . Royken-ulykke rammet
— "vanliga” ambulanser fick rycka ut T

« Nasjonal kommunikasjonsmyndighet (Nkom)
gjorde tillsyn i omradet och patraffade tva
lastbilar med GPS-storsandare

— Fran postnord.....

* Incidenter/paverkan har intraffat tidigare (10- S

i /




Effect of jamming on GNSS . .. ==
« Jammer signal blocks the GNSS- =7
signal i
« How a GPS-receiver is affected Ll L L4 | 1.l | LY
depends on the receiver S
Implementation and jamming J ===
waveform el e | |
« Usually accuracy is degraded iw-m‘”‘ﬁ"“
before the receiver can not L !
determine a PNT solution 1/ N

D W00 2000 3000 4000 5000 G000 7000 800D 8000



GNSS deception/Spoofing

The purpose with spoofing is to force one or several
GNSS-receivers to present an erroneous position and/or '3
time AT
Possible to locally generate GPS/GNSS signals
» Public documents describe the GNSS-signals

* A standard GNSS-receiver will not detect or exclude the
false/spoofing signal

A spoofing attack can be performed in in several different Authentic satellite
ways and with different type of equipment signals

« Complete capability to control the receivers PNT-solution to

introducing false/erroneous PNT — solution .
Earlier the spoofing threat was considered to be low but ¢ )))
today there is a significant development of methods, )
techniques and hardware for spoofing Truth PVT False PVT
The Next Big Threat to National Security is ‘Spoofing’ Spoofer position

— director of the CIA. Mike Pompeo before the Senate
Intelligence Committee on January 12, 2017

BFol
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GNSS deception

* Deception equipment used to be an
expensive, exclusive resource; the
hardware is now inexpensive (e.g. HackRF
One SDR)

« Software easily available on the internet

» The software is easy to use and generates
correct GPS-signals that are accepted and used
by a GPS-receiver

1 MSEK

200 SEK

| HackRF no

|} eREATScorTon P

* The software can be developed to include
additional GNSS-SignaIS GenerrativngthéGPSsignalfile B

static location directly through the command line.

https://nrkbeta.no/2017/09/18/gps-freaking-out-maybe-youre-too-close-to-putin/ https://github.com/osqzss/gps-sdr-sim m FOI



Spoofing — SDR (software defined Radio

* The presentation describes in detail how a
GNSS SDR spoofer can be developed

 The problems are described and solutions
are presented

* For the developed SDR spoofer the scenario
can be generated with input from Google
Maps

 Demonstrates that the SDR spoofer can be
used against GNSS-receivers in different
applications

— Mobile phones (NEXUS 5, Iphone6, Samsung
Note 3)

— UAV (DJI drone)
— Vehicle navigationsystems

https://media.defcon.org/DEF%20CON%2023/DEF%20CON%2023%20p
resentations/DEFCON-23-Lin-Huang-Qing-Yang-GPS-Spoofing.pdf

)




o
Links: spoofing

« GPS Spoofing w/ BladeRF - Software Defined Radio Series #23
— https://www.youtube.com/watch?v=VAmbWwAPZZo

« Real-time GPS positioning with bladeRF
— https://www.youtube.com/watch?v=uf2vatqek o

« Generate a GPS signal and send it with HACKRF One, to deceive
GPS receivers

— https://www.youtube.com/watch?v=nUrw9aHrKTY

* Legal GNSS Spoofing and its Effects on Autonomous Vehicles
— https://www.youtube.com/watch?v=gxwkovHh3Ac

« Simulation for GPS/GNSS Jamming and Spoofing
— https://www.youtube.com/watch?v=8al-lbg4PGM
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https://www.youtube.com/watch?v=gxwkovHh3Ac
https://www.youtube.com/watch?v=8al-Ibg4PGM

Spoofing incidents: Spoofing in the Black Sea

« Between June 22-24, a number of
ships in the Black Sea reported
erroneous GPS-positions
— The reported positions were located at

an airport

« This was most likely a real spoofing
attack

— Several ships were affected at the
same time and area

— ships reported that their positions would
periodically “jump” from the true
location to the incorrect location.

« The location of the spoofer has been
eStImated fo RUSSIan terrltory, C|OS€ (¢ Spoofing in the Black Sea: What really happened?

the Black Sea coast. GPS world, October 11, 2017 - By Michael Jones§ &y




Spoofing

» GNSS spoofing (by state actors)

-

» Over 1 300 spoofing events in waters around ‘ ‘ "
Russia found by analyzing maritime AlS data b %NEYES%JASRS

» Numerous reports from Moscow (around g
Kremlin)

» Motivation - protection of president Putin, critical
facilities, etc

8Fol



Spoofing

 GNSS spoofing attack
against an autonomous
car

« The autonomous car
deviated from the path
with 10 meters and drove
of the road

Simulerad gps-attack fick
testbilen att kora av
vagen

Ett forskningsinstitut i Texas har utvecklat ett test som
visar hur autonoma fordon paverkas nar gps-signalen
manipuleras. Institutets bil avvek tio meter fran sin kurs,
och korde av vagen.
FOI



Recommendations

= Civil community

— Important that civilian actors prepare to meet the threat against
GNSS from jamming and spoofing

— Possible to achieve significantly higher robustness both on
receiver and system level

— Galileo Public Regulated Service (PRS)

BFol



ﬁﬂkt, So where are we w(tA GNSS?
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